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Abstract	
The	blockchain	as	a	health	database	could	be	used	to	log	and	identify	patient	
records	in	a	pseudo-anonymous	way	that	would	allow	researchers	to	discover	real-
time	public	health	emergencies	and	alert	professionals	and	the	public.	The	
blockchain	would	also	allow	practitioners	to	digitally	sign	medical	records	and	
documents	that	could	not	be	altered	in	the	future.	

An	introduction	to	the	blockchain		
The	blockchain	is	a	database	structure	that	creates	a	continuously	growing	list	of	
blocks	that	are	time-stamped	and	hold	data	records	that	can	be	written	to	but	not	
modified1.	A	full	copy	of	the	entire	blockchain	is	stored	across	multiple	nodes,	or	
servers,	that	create	a	backup	as	the	blockchain	is	being	written.2	

Each	block	on	the	blockchain	is	made	up	of	a	series	of	transactions.	Theses	blocks	
are	then	distributed	from	node	to	node	via	a	peer-to-peer	network.	When	a	block	is	
added	the	nodes	verify	that	the	block	is	valid	and	that	it	belongs	on	the	chain3.	If	a	
block	cannot	be	validated	then	it	is	not	added	to	the	chain.		

The	blockchain	is	the	underlying	database	that	Bitcoin	uses	as	a	public	ledger	to	
keep	track	of	who	owns	which	bitcoins	and	how	much.	This	paper	makes	a	few	
references	to	Bitcoin	as	it	explains	public	key	encryption	and	the	blockchain.		

Introduction	to	public	key	cryptography	
In	public	key	cryptology	a	pair	of	keys,	comprised	of	a	string	of	characters,	is	
generated	where	a	public	key	can	be	distributed	and	a	private	key	is	kept	private.	
The	algorithm	that	is	used	to	generate	the	keys	is	such	that	just	having	the	public	
key	cannot	generate	the	private	key4.		

A	message	can	be	encrypted	using	the	public	key	and	only	the	party	with	the	private	
key	can	decrypt	the	message.	A	user	can	utilize	the	private	key	to	sign	a	piece	of	data	
and	prove	that	they	were	the	original	creator.	An	encrypted	message	along	with	the	
user’s	public	key	can	digitally	sign	a	message	because	the	only	way	to	create	the	
encrypted	message	is	to	do	so	with	the	private	key.	This	combination	is	hashed	
which	creates	a	digital	signature	for	a	piece	of	data.5	This	hash	can	be	compared	
against	the	message	and	the	public	key	to	ensure	that	the	message	has	not	been	
altered	or	that	the	sender	is	who	they	claim	to	be.	When	this	data	is	added	to	the	
blockchain	it	is	time	stamped	creating	a	record	of	its	existence.		



Using	the	blockchain	to	identify	users	
Bitcoin is pseudo-anonymous in that a user is anonymous until they connect their 
actions with something that is not anonymous6. For example, when a user buys 
or sells bitcoin with a bank account linked to their information.  

For practitioners to use the blockchain in healthcare, they would need to be 
completely identifiable. When a user writes to the blockchain the data and their 
hash is signed onto that block. That user could be identified with their public key. 
However, that user would need to distribute his or her public key in a place where 
anyone could access it. The	public	key	for	a	user	would	need	to	be	verified	from	the	
outset	that	it	belongs	to	that	user.	 

In	healthcare	the	identity	of	the	user	would	need	to	be	absolutely	guaranteed,	so	a	
trusted	authority	would	verify	each	user	with	their	public	key7.	When	a	health	
practitioner	obtains	their	professional	license	it	could	be	linked	up	with	a	public	key	
that	is	on	public	record.	The	trusted	authority	would	only	need	to	keep	the	public	
key,	which	would	discourage	a	malicious	attack	to	the	system.	The	trusted	authority	
wouldn’t	even	need	to	create	the	private	key	as	the	user	could	generate	it	
themselves	and	submit	the	public	key	when	they	are	verified.	The	trusted	authority	
would	be	responsible	for	linking	up	public	keys	with	the	true	identity	of	an	
individual.	

Securing	of	private	keys	
Ensuring	that	private	keys	stay	private	will	be	one	of	the	biggest	challenges	of	using	
public	key	encryption.	If	someone’s	private	key	is	compromised,	a	user	could	be	
impersonated	and	the	integrity	of	the	system	would	be	lost8.	

Unlike	most	passwords,	private	keys	are	upwards	of	a	few	hundred	characters	long	
containing	letters,	numbers	and	special	characters9.	These	private	keys	cannot	be	
memorized	so	the	user	would	need	to	securely	store	it.		

Bitcoin	has	introduced	a	way	to	create	key-pairs	off	of	12,	18	or	24	four	to	five-
character	words	which	can	be	more	easily	memorized	by	a	user10.	This	makes	it	
easier	to	recover	lost	key-pairs	but	comes	at	a	cost.	To	retrieve	the	keys	the	user	
would	need	to	create	the	key-pair	every	time	from	this	list	of	words.	This	is	
cumbersome	and	could	prevent	adoption	of	private	key	encryption.	In	addition,	
many	users	write	the	words	down	which	would	increase	the	likelihood	of	them	
being	found	and	distributed.		

The	best	way	to	keep	private	keys	private	would	be	to	store	the	private	keys	on	
separate	hardware	and	sign	messages	offline.	This	way	the	users’	keys	are	never	
exposed	to	the	public.	When	a	practitioner	wants	to	sign	a	document	to	be	added	to	
the	blockchain	they	would	insert	their	hardware	device	into	a	USB	port,	type	in	a	
secure	pin	and	the	document	could	be	signed.			



If	a	private	key	is	exposed	then	procedures	must	be	in	place	to	disable	the	key-pair.	
Since	the	blockchain	cannot	be	altered,	that	private	key	would	still	be	used	to	verify	
a	user’s	identity	up	until	the	point	the	private	key	was	compromised.	At	that	point	
the	trusted	authority	would	need	to	revoke	the	public	key	and	the	user	would	need	
to	be	reissued	a	new	key-pair.	

If	a	fraudulent	entry	was	added	to	the	blockchain	it	could	not	be	removed,	rather	the	
timestamp	of	the	entry	with	the	private	key	could	be	checked	against	the	trusted	
authority	to	determine	if	the	key	was	valid	at	that	time.	

Removing	blockchain	nodes	from	the	network	
Since	an	individual	node	can	host	the	entire	blockchain,	if	one	node	was	hit	with	a	
denial	of	service	attack	that	node	could	be	taken	offline	without	causing	harm	to	the	
network.	Since	valid	key-pairs	are	required	to	write	to	the	blockchain	an	attacker	
would	be	blocked	when	it	tried	to	write	its	first	entry	to	a	node	since	it	wouldn’t	be	
valid.		

A	node	could	also	be	taken	offline	for	research.	If	the	data	stored	on	the	chain	was	to	
be	used	in	a	research	manner	then	that	single	node	could	be	taken	off-line	while	
epidemiological	data	mining	was	done.	After	the	research	concluded	that	node	could	
join	back	on	the	network	and	would	download	the	missing	chain	and	continue	to	act	
as	a	node.		

Using	Blockchain	as	a	database	
The	data	on	the	blockchain	is	fully	accessible	to	all	nodes	on	the	network.	This	
prevents	the	data	from	being	changed	or	tampered	with.	This	is	ideal	for	creating	a	
backup	of	the	information	but	it	creates	a	challenge	in	limiting	read-access	to	
certain	parts	of	data.	Data	in	the	blockchain	could	be	encrypted	which	would	allow	
for	an	additional	level	of	security,	but	keys	would	need	to	be	created	and	
distributed11.		

Encrypting	data	allows	for	security	of	the	content	but	causes	two	negative	issues.	
The	first	is	that	the	data	cannot	be	searched	easily.	When	searching	for	a	piece	of	
data	that	was	encrypted,	the	data	would	need	to	be	decrypted	first	before	it	could	be	
searched.	This	takes	a	lot	of	processing	power	and	time.	Second,	the	encrypted	data	
takes	more	space	and	the	blockchain	is	best	used	with	smaller	pieces	of	data.	

Storing	large	amounts	of	information	on	the	blockchain	such	as	image	scans	is	not	
currently	reasonable	because	it	causes	blockchain	bloat12.	The	bitcoin	blockchain	is	
capped	at	1MB	per	block	which	limits	the	number	of	transactions	that	can	be	added	
to	a	block13.	Increasing	the	block	size	to	a	larger	amount	would	allow	for	the	
blockchain	to	accommodate	more	information.	The	storage	capacity	of	each	node	
would	need	to	be	increased	gradually	so	it	could	continue	to	support	the	size	of	the	
blockchain.	Although	storage	space	is	getting	cheaper,	those	who	maintain	



blockchain	nodes	would	need	to	budget	for	increased	storage.	This	would	also	
create	a	barrier	to	entry	for	new	nodes.	

To	write	to	the	blockchain	a	user	must	prove	that	they	are	allowed	to	write.	They	
can	do	this	by	signing	a	message	using	their	private	key	that	would	be	verified	
against	a	trusted	authority	that	would	keep	a	user’s	public	key	on	file14.	The	host	
nodes	would	check	the	message	along	with	the	signature	and	verify	the	identity	of	
the	user.	An	attacker	trying	to	write	to	the	blockchain	would	be	blocked	because	
their	signature	would	not	match	a	valid	signature	held	by	the	trusted	authority.	

Storing	a	subset	of	a	patient’s	health	record	on	the	blockchain	
One	use	of	the	blockchain	would	be	to	store	patient	vitals	and	lab	results	that	could	
be	used	for	research	and	verification.	The	information	could	be	in	shorthand	to	
reduce	the	size	and	then	extracted	and	formatted	upon	retrieval	through	an	API.		

The	data	could	also	include	a	way	to	identify	the	user	utilizing	a	signature	from	a	
key-pair.	Similar	to	a	practitioner’s	signature,	a	patient	could	have	a	key-pair	that	is	
used	to	sign	the	transaction.	The	Shared	Nationwide	Interoperability	Roadmap	
identifies	“Accurate	Individual	Data	Matching”	as	a	priority15.	Each	medical	record	
could	be	signed	using	the	patient’s	private	key	and	added	to	the	blockchain.	Similar	
to	Bitcoin,	the	user	would	remain	anonymous	on	the	blockchain	but	could	be	
identified	by	their	practitioner’s	office.	Records	could	then	be	linked	up	or	merged	
using	the	patient’s	public	key.	

Using	a	second	trusted	authority,	the	patient’s	public	key	could	be	on	file	with	
demographic	information	that	could	be	accessed	for	research	purposes.	In	addition,	
for	practitioners	with	access,	a	link	to	a	patient’s	personally	identifiable	information	
could	be	created.	Those	without	access	to	the	personally	identifiable	information	
could	still	connect	multiple	health	records	to	a	single	patient	without	knowing	the	
patient’s	identity.	

Using	a	key-pair	to	sign	and	identify	records	goes	beyond	using	a	unique	identifier	
as	described	in	the	Interoperability	Roadmap.	With	a	numeric	identifier	a	record	
could	be	altered	without	anyone	knowing.	By	signing	a	document	with	a	private	key	
the	data	can	be	verified	and	confirmed	that	it	has	not	been	altered.	Adding	that	data	
to	the	blockchain	adds	a	timestamp	and	further	protection	that	the	data	cannot	be	
rewritten	or	deleted.	

Blockchain	for	researchers	
As	soon	as	a	block	is	written	to	the	blockchain,	researchers	would	have	access	to	
that	data	and	could	add	it	to	their	data	sets.	For	example,	the	ability	to	identify	
health	trends	in	real-time	could	speedup	identification	in	the	case	of	an	emerging	
disease	outbreak.	In	an	outbreak,	the	demographics	that	are	on	file	along	with	the	
practitioner	that	submitted	the	data	could	allow	for	quicker	determination	of	which	



geographic	areas	and	populations	are	most	at	risk	for	contracting	the	disease.	In	
addition	practitioners	in	the	area	could	be	alerted	to	the	outbreak	status.		

If	the	outbreak	affected	a	specific	profile	of	patients,	perhaps	those	with	diabetes,	
the	practitioner	could	be	given	a	list	of	patients	that	match	the	criteria,	identified	by	
their	public	key.	Those	patients	could	be	contacted	and	alerted	to	specific	symptoms	
that	accompany	the	disease.	If	early	detection	was	an	important	factor	in	preventing	
disease	development,	making	the	public	aware	of	symptoms	could	greatly	decrease	
the	time	required	for	identification.		

To	expand	on	this	idea,	the	notification	wouldn’t	need	to	be	done	manually.	A	
patient	could	opt	into	an	automatic	notification	system	that	would	alert	them	to	the	
disease	outbreak	and	related	symptoms.	This	notification	could	be	done	via	email	or	
text	message	that	would	not	contain	any	private	information.	The	user	would	be	
notified	of	the	outbreak	and	symptoms	and	could	then	login	to	a	secure	portal	to	
understand	why	they	received	the	message	(if	necessary).		

Blockchain	for	practitioners	
As	data	is	written	to	the	blockchain	it	could	be	interpreted	in	real-time	and	added	to	
existing	disease	models	to	better	understand	patient	outcomes	and	the	most	
effective	treatment	options.	

The	practitioner	would	have	access	to	these	models	as	well	as	the	history	of	patients	
with	similar	symptoms.	If	the	model	showed	that	the	majority	of	patients	with	those	
symptoms	responded	best	to	a	particular	treatment	method,	the	practitioner	could	
use	that	data	to	inform	their	treatment	plan.		

Verifying	the	authenticity	of	documents	
Storing	entire	documents	on	the	blockchain	may	not	be	feasible	but	storing	the	hash	
of	a	document	to	prove	its	existence	would	be.	The	hash	of	a	document,	and	a	
document’s	location,	could	be	stored	on	the	blockchain	and	linked	to	a	particular	
practitioner	and	patient.	If	the	document	needed	to	be	verified	this	could	be	done	by	
comparing	its	hash	value	to	the	one	that	is	stored	on	the	blockchain.	The	timestamp	
on	the	blockchain	would	prove	its	time	and	the	signatures	on	the	document	would	
prove	who	wrote	the	document	and	who	the	patient	was.	

Conclusion	
Storing	population	health	information	on	the	blockchain	would	allow	for	immutable	
health	records	that	would	be	pseudo-anonymous	using	key-pairs.	The	blockchain	
would	allow	for	health	information	to	be	distributed	quickly	and	enable	researchers	
to	mine	the	data	to	identify	real-time	trends.	Patients	could	be	notified	of	emerging	
public	health	issues	and	educated	on	precautionary	measures,	alerted	to	disease	
symptoms	and	given	direction	to	seek	professional	treatment.	
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